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Abstract
This paper concerns the problem of an observer-based memory-event-triggered
controller for quarter-vehicle suspension systems (SSs) under deception
attacks. The observer-based controller is utilized to solve the difficulty
that full state information of quarter-vehicle SSs cannot be obtained. A
memory-event-triggered mechanism (METM) considering both network load
and observer performance is proposed, where the historical information of the
measured output is utilized in the event-triggered condition and the observer,
reducing mal-triggering events caused by abrupt disturbance and enhancing the
sensitivity to deception attacks. Sufficient conditions that guarantees an H∞ per-
formance of quarter-vehicle SSs are presented. Finally, a simulation example
under the bump road conditions is provided to validate the effectiveness of the
derived controller.
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1 INTRODUCTION

Nowadays, networked suspension systems (SSs) have been introduced to improve the performance requirements of ride
comfort, road holding, and suspension deflection.1-6 Networked SSs, such as cloud-aided SSs in Reference 7, can offer
more incredible benefits in forecasting, optimizing,8 and cooperative driving strategy than conventional SSs. Furthermore,
networked SS is more cost-effective since it needs fewer sophisticated technological devices per vehicle and utilizes mod-
ern communications technology to provide enough computation and data storage capacity. However, most previous work
generally requires that full states of SSs are available, which is a challenging problem in most practical measurements of
SSs due to the constraints of sensors. Therefore, observer-based control (see References 9-12) as an effective method has
been widely concerned in controller design, especially in SSs. in Reference 13, the proposed Takagi–Sugeno (T–S) fuzzy
controller based on disturbance observer only needs the information of easily measured seat acceleration and suspension
deflection variables. Considering that full states information of SSs is unavailable, the authors in Reference 14 proposed
a new observer-based H∞ controller for active SSs to improve the ride comfort of passengers and save the network band-
width. In Reference 15, to solve the problem of the unmeasured current state variable in SSs with magnetorheological
damper, an observer-based sliding mode control approach was put forward.

Abbreviations: ETM, event-triggered mechanism; METM, memory-event-triggered mechanism; SS, suspension system; T–S, Takagi–Sugeno.
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For networked SSs, the time-triggered data transmission strategy has advantages in analysis and design, but it will
occupy a lot of network bandwidth and communication resources. To reduce the burden of communication networks,
the event-triggered mechanism (ETM) has appeared in recent years, by which the sampled packets are transmitted over
the network only when the preset triggering condition is violated.16-23 However, how to choose reasonable triggering con-
ditions which can cope with different situations has become a new problem, wherefore, some state-of-art ETMs have
been put forward. For example, two novel dynamic ETMs are proposed in Reference 24 to coordinate the transmission
of sampled data so that data transmission can be scheduled in a way that saves more network bandwidth. in Reference
25, an adaptive ETM was proposed for nonlinear discrete-time systems, which considers an auxiliary dynamic variable
when designing event-triggered conditions. The threshold design of adaptive ETM in Reference 26 depends on the sys-
tem states. Under this ETM, the event-triggered conditions can be adjusted with the dynamic states of the nonlinear
networked interconnected control system. In addition, the authors also considered the adaptive event triggering condi-
tions for interconnected control systems with stochastic uncertainty in Reference 27. To achieve better performance of
the power systems under random deception attacks, a METM was presented in Reference 28, wherein historical trig-
gered information was utilized in the proposed event triggering condition. Therefore, designing reasonable triggering
conditions that can save the limited network bandwidth and guarantee the desired performance has become a hot topic.

It should be noted that the data information is transmitted via wireless networks in the framework of networked
SSs. Due to the openness of wireless networks,29-31 the secure control for networked SSs under cyber attacks becomes a
complicated and challenging problem. Among modes of cyber attacks, deception attack is a common mode, by which
adversaries randomly replace the transmitted data with false data when it is transmitted over the network.28,32-36 The
event-triggered filtering problem of the fuzzy-model-based cyber-physical systems under deception attacks was studied in
Reference 37, where the proposed event-triggered filter that generates data-releasing events based on the present sampling
data and the most recent releasing data can ensure the filter security. In Reference 38, the author addressed the challenge
of distributed recursive filter design for time-delayed stochastic systems subject to deception attacks. In addition, the
network-induced delay39-43 in networked SSs data transmission cannot be ignored. However, little attention has been
involved to observer-based event-triggered controller design for networked SSs under deception attacks, which motivates
this study.

Inspired by the anterior discussion, we will solve the problem of observer-based memory-event-triggered controller
design for quarter-vehicle SSs subject to deception attacks in this paper. The major contributions can be summarized as
follows.

(1) The previous releasing information of the measured output is introduced into the event-triggered mechanism to
reduce the amount of mal-triggering events caused by abrupt disturbance and the data releasing rate. In addition, a
cross term between error and measured output is considered in the event-triggered mechanism, resulting in better
control performance due to the sensitivity of the proposed ETM to deception attacks.

(2) A memory-event-triggered observer utilizing historical information is constructed to address the absence of full state
information, leading to better observer performance and control performance of quarter-vehicle SSs.

The remainder of this paper is summarized in what follows. The problem formulation and main results are introduced
in Sections 2 and 3, respectively. Section 4 illustrates the effectiveness of proposed observer-based memory-event-triggered
controller by simulation examples. The conclusion and future research direction are drawn in Section 5.

1.1 Notations

We define the following notations in this paper. He{X} represents the sum of X and XT ; diag{… } stands for a diagonal
matrix; {∗} denotes the expectation of {∗}.

2 PROBLEM FORMULATION

Similar to Reference 4, the model of the active quarter-vehicle SS in Figure 1 which can be represented as:{
ẋ(t) = Ax(t) + Bu(t) + D𝜔(t)
y(t) = Cx(t)

, (1)
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F I G U R E 1 Quarter-vehicle suspension system.

where

A =

⎡⎢⎢⎢⎢⎢⎢⎢⎣

0 0 1 −1

0 0 0 1

− ks
ms

0 − cs
ms

cs
ms

ks
mu

− kt
mu

cs
mu

− cs+ct
mu

⎤⎥⎥⎥⎥⎥⎥⎥⎦
, B =

[
0 0 1

ms
− 1

mu

]T
,

C =
[
1 0 0 0

]
, D =

[
0 −1 0 ct

mu

]T
.

and the symbols of ks, kt, cs, ct,ms, and mu can be found in Reference 44.
Before designing observer-based memory-event-triggered controller, we first review the general observer-based

controller for the quarter-vehicle SS, which can be expressed as:

⎧⎪⎨⎪⎩
̇x̂(t) = Ax̂(t) + Bu(t) + L[y(t) − ŷ(t)]
ŷ(t) = Cx̂(t),
u(t) = Kx̂(t),

(2)

where L and K are the gains of the observer and controller that need to be designed, respectively.
As is shown in Figure 2, output signal y(t) of the SS collected by sensor is transmitted to the observer through wireless

network. To save the network bandwidth and ensure the performance of the quarter-vehicle SS subject to deception
attacks, a memory-event-triggered observer with queue buffer is put forward. The periodic sampled output y(ikh) (h is
sampling period and ik denotes the kth sampling sequence) that can be released to the observer is determined by the
following memory-event-triggered condition:

tk+1h = tkh +min {vh | 𝜓(t) > 0} , (3)

with

𝜓(t) =
3∑

m=1
𝜈meT

m(t)Ωem(t) − 𝓁(t) > 0,
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F I G U R E 2 The frame structure of the observer-based memory-event-triggered quarter-vehicle suspension system.

where

em(t) = y̌m(t) − y(tkh + vh), y̌m(t) =
y(tk−m+1h) + y(tkh + vh)

2
𝓁(t) = 𝜎1𝓁T

1 (t)Ω𝓁1(t) +
𝜎2

2
[
𝓁T

1 (t)Ω𝓁2(t) + 𝓁T
2 (t)Ω𝓁1(t)

]
,

𝓁1(t) =
1
3

3∑
m=1

y(tk−m+1h),𝓁2(t) =
3∑

m=1
𝜈mem(t),m = 1, 2, … .

Remark 1. m released data packets are introduced to be the input of the ETM, and the error y̌m(t) is a mean
value of the released data packet y(tk−m+1h) and current sampling packet y(tkh + vh), by which mal-triggering
events caused by abrupt disturbance can be reduced, such as a gross measuring error.

Remark 2. The introduction of more historical packets into ETM input requires more storage space and more
computing resources, therefore, we use three historical triggering data to realize the advantages mentioned
above, that is m (the maximum of m) is set to be 3. When m = 1, the METM turns into a general ETM. To
simplify the expression, the following parts of this paper use m ∈ {1, 2, 3}.

Remark 3. Different from traditional observer in (2), the memory-event-triggered observer we proposed uses
historical measured output information as input to solve the problem of the absence of full state information
for quarter-vehicle SSs, which can get better observer performance and control performance.

Remark 4. To make the proposed event-triggering condition more sensitive to deception attacks, we intro-
duce a new item 𝜎2

2
[𝓁T

1 (t)Ω𝓁2(t) + 𝓁T
2 (t)Ω𝓁1(t)] in (3), by which the data releasing rate increases during the

occurrence of deception attacks, thereby enhancing the performance of SSs.

As is seen in Figure 2, wireless communication network is vulnerable to cyber attacks. The adversaries inject attack
signal gm(y(tk−m+1h)) into the output y(tk−m+1h). It leads to

y(tk−m+1h) = 𝛼(t)gm(y(tk−m+1h)) + (1 − 𝛼(t))y(tk−m+1h), (4)
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7008 SUN et al.

where 𝛼(t) ∈ {0, 1} is a Bernoulli random variable with {𝛼(t)} = 𝛼, {(𝛼(t) − 𝛼)2} = 𝛼(1 − 𝛼) = �̂�

2, and 𝛼(t) being 1
represents deception attacks are successfully injected on the transmission signal.

Remark 5. To avoid being detected, the deception attack function gm(y(t)) is assumed to satisfy the following
condition:

||gm(y(t))||2 ≤ ||Gy(t)||2, (5)

where G is a constant matrix.

Combing memory-event-triggered condition (3) and the actual input of observer (4), we can obtain the
memory-event-triggered observer as follows

̇x̂(t) = Ax̂(t) + Bu(t) +
3∑

m=1
Lm[y(tk−m+1h) − ŷ(t)]. (6)

Define 𝜂k as the network-induced delay of the released packet at tkh. Assume the upper bound of 𝜂k is 𝜂. Due to the
queue buffer 2, we know that [tkh + 𝜂k, tk+1h + 𝜂k+1)=

⋃vM
v=0Υ

v
tk

with Υv
tk
= [tkh + vh + 𝜂

v
k, tk+1h + vh + h + 𝜂

v+1
k+1).

Similar to Reference 16, we define

𝜂(t) = t − tkh − vh, t ∈ Υv
tk
, (7)

where 0 ≤ 𝜂(t) ≤ h + 𝜂 = 𝜂M .
From memory-event-triggered condition (3) and (7), one has

y(tk−m+1h) = y(t − 𝜂(t)) + 2em(t). (8)

Combine (3), (4), and (8), the memory-event-triggered observer in (6) can be represented as

̇x̂(t) =
m∑

m=1

[
Ax̂(t) + Bu(t) + 𝛼(t)Lmgm(y(tk−m+1h)) + (1 − 𝛼(t))LmCx(t − 𝜂(t))

+ (1 − 𝛼(t))2Lmem(t) − LmCx̂(t)
]
. (9)

Similar to the traditional observer-based controller in (2), the control input can be designed as

u(t) = Kx̂(t). (10)

Next, defining the observer estimation error ẽ(t) = x(t) − x̂(t) yields that

⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

̇x̂(t) =
m∑

m=1

[
(A + BK − LmC)x̂(t) + (1 − 𝛼(t))LmCẽ(t − 𝜂(t)) + (1 − 𝛼(t))LmCx̂(t − 𝜂(t))

+ (1 − 𝛼(t))2Lmem(t) + 𝛼(t)Lmgm(y(tk−m+1h))
]
,

̇ẽ(t) =
m∑

m=1

[
Aẽ(t) − (1 − 𝛼(t))LmCẽ(t − 𝜂(t)) − (1 − 𝛼(t))LmCx̂(t − 𝜂(t)) + LmCx̂(t)

− (1 − 𝛼(t))2Lmem(t) + D𝜔(t) − 𝛼(t)Lmgm(y(tk−m+1h))
]
.

(11)

Define 𝜁

T(t) =
[
x̂T(t) ẽT(t)

]
. By utilizing equations in (11), the observer-based memory-event-triggered SS can be

expressed as

̇

𝜁(t) =
m∑

m=1
[m𝜁(t) + (1 − 𝛼(t))1m𝜁(t − 𝜂(t)) + (1 − 𝛼(t))22mem(t)

+ 𝛼(t)2mgm(y(tk−m+1h)) +𝜔(t)
]
, (12)
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SUN et al. 7009

where

m =

[
A + BK − LmC 0

LmC A

]
, 1m =

[
LmC LmC
−LmC −LmC

]
, 2m =

[
Lm

−Lm

]
,  =

[
0
D

]
.

Based on the above discussion, in this paper, we aim to design a novel memory observer-based event-triggered
controller for the networked quarter-vehicle SS subject to deception attacks.

3 MAIN RESULTS

Theorem 1. For given positive parameters 𝜂M , 𝜎1 ∈ [0, 1), 𝜎2 ∈ [0, 1), 𝛼, �̂�, 𝛾 and 𝜈m ∈ [0, 1),m ∈ {1, 2, 3}, and
matrices K, Lm, G. The memory observer-based event-triggered SS (12) is asymptotically stable in the mean square
sense, if there exist symmetric positive matrices P, Q, R, X1,Ω and matrices U such that the following inequalities
hold:

Π =

⎡⎢⎢⎢⎢⎢⎣

Θ11 ∗ ∗ ∗
Θ21 Θ22 ∗ ∗
Θ31 0 Θ33 ∗
Θ41 Θ42 Θ43 Θ44

⎤⎥⎥⎥⎥⎥⎦
< 0, (13)

̃R =

[
R ∗
U R

]
> 0, (14)

where

Θ11 =
⎡⎢⎢⎢⎣
Ξ1 ∗ ∗
Ξ2 −2R + U + UT + Ξ3 ∗
UT RT − UT −Q − R

⎤⎥⎥⎥⎦
, Θ21 =

⎡⎢⎢⎢⎣
Ξe1P 𝜇11ΩC 0
Ξe2P 𝜇12ΩC 0
Ξe3P 𝜇13ΩC 0

⎤⎥⎥⎥⎦
,

Θ22 =
⎡⎢⎢⎢⎣
𝜇21Ω ∗ ∗
𝜇3Ω 𝜇22Ω ∗
𝜇4Ω 𝜇5Ω 𝜇23Ω

⎤⎥⎥⎥⎦
, Θ31 =

⎡⎢⎢⎢⎢⎢⎣

Ξg1P 0 0
Ξg2P 0 0
Ξg3P 0 0


TP 0 0

⎤⎥⎥⎥⎥⎥⎦
, Θ41 =

⎡⎢⎢⎢⎢⎢⎣

𝜂M
∑3

m=1 m 𝜂M(1 − 𝛼)
∑3

m=1 1m 0
0 𝜂M �̂�

∑3
m=1 1m 0

C 0 0√
3GC 0 0

⎤⎥⎥⎥⎥⎥⎦
,

Θ42 =

⎡⎢⎢⎢⎢⎢⎣

𝜂MΞT
e1 𝜂MΞT

e2 𝜂MΞT
e3

2𝜂M �̂�21 2𝜂M �̂�22 2𝜂M �̂�23

0 0 0
0 0 0

⎤⎥⎥⎥⎥⎥⎦
, Θ43 =

⎡⎢⎢⎢⎢⎢⎣

𝜂MΞT
g1 𝜂MΞT

g2 𝜂MΞT
g3 𝜂M

𝜂M �̂�21 𝜂M �̂�22 𝜂M �̂�23 0
0 0 0 0
0 0 0 0

⎤⎥⎥⎥⎥⎥⎦
,

Θ33 = {−X
−1
1 ,−X

−1
1 ,−X

−1
1 ,−𝛾2I}, Θ44 = {−R−1

,−R−1
,−I,−X1},

Ξ1 =
3∑

m=1
{Pm +T

mP + Q − R}, Ξ2 = (1 − 𝛼)
3∑

m=1
(T

1mP) + RT − UT
,

Ξ3 = 𝜎1
TCTΩC, =

[
Ip Ip

]
, Ξem = 2(1 − 𝛼)T

2m, Ξgm = 𝛼
T
2m,

𝜇1m =
2
3
𝜎1 +

1
2
𝜎2𝜈m, 𝜇2m =

4
9
𝜎1 +

2
3
𝜎2𝜈m − 𝜈m, 𝜇3 =

4
9
𝜎1 +

1
3
𝜎2𝜈1 +

1
3
𝜎2𝜈2,

𝜇4 =
4
9
𝜎1 +

1
3
𝜎2𝜈1 +

1
3
𝜎2𝜈3, 𝜇5 =

4
9
𝜎1 +

1
3
𝜎2𝜈2 +

1
3
𝜎2𝜈3.
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Proof. Construct the following Lyapunov functional for the system (12):

V(t) = 𝜁

T(t)P𝜁(t) +
∫

t

t−𝜂M

𝜁

T(s)Q𝜁(s)ds + 𝜂M
∫

t

t−𝜂M
∫

t

s
̇

𝜁

T(v)R ̇

𝜁(v)dvds, (15)

where P = diag{P1,P1} > 0.
Then, we have


{
̇V(t)

}
= 

{
2𝜁T(t)P ̇

𝜁 (t) + 𝜁

T(t)Q𝜁(t) − 𝜁

T(t − 𝜂M)Q𝜁(t − 𝜂M)

+ 𝜂

2
M
̇

𝜁

t(t)R ̇

𝜁 (t) − 𝜂M
∫

t

t−𝜂M

̇

𝜁

T(s)R ̇

𝜁(s)ds
}

. (16)

To facilitate expression, we define 𝜉(t) = [𝜁T(t) 𝜁

T(t − 𝜂(t)) 𝜁

T(t − 𝜂M) 𝜗

T
e (t) 𝜗

T
g (t) 𝜔

T(t)]T , where
𝜗e(t) = [eT

1 (t) eT
2 (t) eT

3 (t)]
T
, 𝜗g(t) = [gT

1 (y(t)) gT
2 (y(t)) gT

3 (y(t))]
T .

Note that



{
̇

𝜁

T(t)R ̇

𝜁 (t)
}
= 𝜉

T(t)(T
1 R1 +T

2 R2)𝜉(t), (17)

where

1 =
[
 (1 − 𝛼)

∑3
m=1 1m 0 2(1 − 𝛼) 𝛼 

]
,

2 =
[
0 �̂�

∑3
m=1 1m 0 2�̂� �̂� 0

]
,  =

[
21 22 23

]
.

Next, it can be easily obtained

− 𝜂M
∫

t

t−𝜂M

̇

𝜁

T(s)R ̇

𝜁(s)ds

= −𝜂M
∫

t

t−𝜂(t)
̇

𝜁

T(s)R ̇

𝜁(s)ds − 𝜂M
∫

t−𝜂(t)

t−𝜂M

̇

𝜁

T(s)R ̇

𝜁(s)ds. (18)

Applying Jensen’s inequality, one can obtain

− 𝜂M
∫

t

t−𝜂(t)
̇

𝜁

T(s)R ̇

𝜁(s)ds

≤ − 𝜂M

𝜂(t)

(
∫

t

t−𝜂(t)
̇

𝜁

T(s)ds
)

R
(
∫

t

t−𝜂(t)
̇

𝜁 (s)ds
)
. (19)

and

− 𝜂M
∫

t−𝜂(t)

t−𝜂M

̇

𝜁

T(s)R ̇

𝜁(s)ds

≤ − 𝜂M

𝜂M − 𝜂(t)

(
∫

t−𝜂(t)

t−𝜂M

̇

𝜁

T(s)ds
)

R
(
∫

t−𝜂(t)

t−𝜂M

̇

𝜁 (s)ds
)
. (20)

From (19) and (20), the following inequality can be further deduced by

−𝜂M
∫

t

t−𝜂M

̇

𝜁

T(s)R ̇

𝜁(s)ds ≤ 𝜒

T(t)𝜒(t), (21)

𝜒(t) = [𝜁T(t) 𝜁

T(t − 𝜂(t)) 𝜁

T(t − 𝜂M)]T ,
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SUN et al. 7011

 =
⎡⎢⎢⎢⎣

−R ∗ ∗
RT − UT −2RT + U + UT ∗

UT RT − UT −R

⎤⎥⎥⎥⎦
.

Compared with some existing event-triggered controller design approaches, the methods of
Jensen inequality with free-weighting-matrix were used in deriving the criteria of observer-based
memory-event-triggered controller design for quarter-vehicle systems to reduce the conservativeness.

From the inequality in (5), it yields that

gT
m(y(t))X

−1
1 gm(y(t)) − yT(t)GTX

−1
1 Gy(t) ≤ 0, (22)

where X1 is a symmetric positive matrix.
Taking the derivation and expectation to V(t), combining (15)–(22) and METM in (3), then using Schur

complement yield that


{
̇V(t) − 𝛾

2
𝜔

T(t)𝜔(t) + yT(t)y(t)
}
≤ 𝜉

T(t)Π𝜉(t),

From (13), it has 
{
̇V(t)

}
< 0. That is to say, the observer-based memory-event-triggered system (12) is

asymptotically stable in the mean square sense. The proof is completed. ▪

Sufficient conditions that guarantee the mean square asymptotic stability of the system (12) are achieved in Theorem 1.
Next, we will present the design method of the memory-event-triggered observer gain and controller gain of SS against
deception attacks.

Theorem 2. For given positive parameters 𝜂M , 𝜎1 ∈ [0, 1), 𝜎2 ∈ [0, 1), 𝛼, �̂�, 𝛾 and 𝜈m ∈ [0, 1),m ∈ {1, 2, 3}. The
observer memory-based event-triggered SS (12) is asymptotically stable in the mean square sense, if there exist
positive constant 𝜀 and symmetric positive matrices X , ̂Q, ̂R, ̂Ω, X1, and matrices Û, Y1, Tm,m ∈ {1, 2, 3}, such
that the following inequalities hold:

̂Π =

⎡⎢⎢⎢⎢⎢⎣

̂Θ11 ∗ ∗ ∗
̂Θ21 ̂Θ22 ∗ ∗
̂Θ31 0 ̂Θ33 ∗
̂Θ41 ̂Θ42 ̂Θ43 ̂Θ44

⎤⎥⎥⎥⎥⎥⎦
< 0, (23)

̂ =

⎡⎢⎢⎢⎢⎢⎣

̂R1 ∗ ∗ ∗
0 ̂R2 ∗ ∗

ÛT
1 0 ̂R1 ∗

0 ÛT
2 0 ̂R2

⎤⎥⎥⎥⎥⎥⎦
> 0, (24)

 =

[
−𝜖I ∗

X1C − CX1 −I

]
< 0, (25)

where

̂Θ11 =
⎡⎢⎢⎢⎣
̂Ξ1 ∗ ∗
̂Ξ2 −2 ̂R + Û + ÛT + ̂Ξ3 ∗

ÛT
̂RT − ÛT − ̂Q − ̂R

⎤⎥⎥⎥⎦
,

̂Θ21 =
⎡⎢⎢⎢⎣
̂Ξe1 𝜇11 ̂ΩC 0
̂Ξe2 𝜇12 ̂ΩC 0
̂Ξe3 𝜇13 ̂ΩC 0

⎤⎥⎥⎥⎦
,

̂Θ22 =
⎡⎢⎢⎢⎣
𝜇21 ̂Ω ∗ ∗
𝜇3 ̂Ω 𝜇22 ̂Ω ∗
𝜇4 ̂Ω 𝜇5 ̂Ω 𝜇23 ̂Ω

⎤⎥⎥⎥⎦
,

̂Θ31 =

⎡⎢⎢⎢⎢⎢⎣

̂Ξg1 0 0
̂Ξg2 0 0
̂Ξg3 0 0


T 0 0

⎤⎥⎥⎥⎥⎥⎦
,

̂Θ41 =

⎡⎢⎢⎢⎢⎢⎣

𝜂M ̂Ξ4 𝜂M(1 − 𝛼) ̃ΞT
2 0

0 𝜂M �̂�

̂ΞT
2 0

̂Ξ5 0 0
̂Ξ6 0 0

⎤⎥⎥⎥⎥⎥⎦
,
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7012 SUN et al.

̂Θ42 =

⎡⎢⎢⎢⎢⎢⎣

𝜂M ̂ΞT
e1 𝜂M ̂ΞT

e2 𝜂M ̂ΞT
e3

2𝜂M �̂�

̂TT
1 2𝜂M �̂�

̂TT
2 2𝜂M �̂�

̂TT
3

0 0 0
0 0 0

⎤⎥⎥⎥⎥⎥⎦
,

̂Θ43 =

⎡⎢⎢⎢⎢⎢⎣

𝜂M ̂ΞT
g1 𝜂M ̂ΞT

g2 𝜂M ̂ΞT
g3 𝜂M

𝜂M �̂�

̂TT
1 𝜂M �̂�

̂TT
2 𝜂M �̂�

̂TT
3 0

0 0 0 0
0 0 0 0

⎤⎥⎥⎥⎥⎥⎦
,

̂Θ33 = {−X1,−X1,−X1,−𝛾2I}, ̂Θ44 = {𝜀2
̂R − 2𝜀X , 𝜀

2
̂R − 2𝜀X ,−I,−X1}.

̂Ξ1 =

[
̂Ξ11 ∗∑3

m=1(TmC) ̂Ξ12

]
+ ̂Q − ̂R, ̃Ξ2 =

[
̂Ξ21 − ̂Ξ21

̂Ξ21 − ̂Ξ21

]
,

̂Ξ2 = (1 − 𝛼) ̃Ξ2 + ̂RT − ÛT
,

̂Ξ3 = 𝜎1
TCT

̂ΩC,

̂Ξ4 =

[
AX1 + BY1 −

∑3
m=1(TmC) 0∑3

m=1(TmC) AX1

]
,

̂Ξ5 =
[

X1C X1C
]
,

̂Ξ6 =
[√

3GX1C
√

3GX1C
]
,

̂Ξ11 = He{AX1 + BY1 −
3∑

m=1
(TmC)}, ̂Ξ12 = He{AX1},

̂Ξ21 =
3∑

m=1
(CTTT

m), ̂Ξem = 2(1 − 𝛼) ̂Tm, ̂Ξgm = 𝛼

̂Tm, ̂Tm = [TT
m − TT

m].

Furthermore, the controller and memory-based observer gain can be obtained as follows:

K = Y1X−1
1 , Lm = TmX

−1
1 . (26)

Proof. Define Y1 = KX1, CX1 = X1C, Tm = LmX1, ̂Q1 = X1Q1X1, ̂Q2 = X1Q2X1, ̂Q = diag{ ̂Q1, ̂Q2}, ̂R1 =
X1R1X1, ̂R2 = X1R2X1, ̂R = diag{ ̂R1, ̂R2}, Û1 = X1U1X1, Û2 = X1U2X1, Û = diag{Û1,Û2}, ̂Ω = X1ΩX1.

Let X = diag{X1,X1},X1 = P−1
1 , = diag{X ,X ,X ,X1, · · · ,X1

⏟⏞⏞⏞⏟⏞⏞⏞⏟

6

, I, · · · , I
⏟⏟⏟

7

}, then pre- and postmultiplyΠwith

 and T . Combining −PR−1P ≤ −2𝜀P + 𝜀

2R and the optimization algorithm in Reference 45, one can
conclude that (23), (24), and (25) can ensure { ̇V(t)} < 0. This ends the proof. ▪

Remark 6. Note that the METM in (3) will degrade to the conventional ETM in Reference 16 when choosing
m = 1 and 𝜎2 = 0. Then the following corollary is achieved for the observer-based event-triggered SS.

Corollary 1. For given positive parameters 𝜂M , 𝜎1 ∈ [0, 1), 𝛼, �̂�, and 𝛾 . The observer-based event-triggered SS
(12) is asymptotically stable in the mean square sense, if there exist positive constant 𝜀 and symmetric positive
matrices X , ̂Q, ̂R, ̂Ω and matrices Û, Y1, T, X1, such that

̂Π =

⎡⎢⎢⎢⎢⎢⎣

̂Θ11 ∗ ∗ ∗
̂Θ21 ̂Θ22 ∗ ∗
̂Θ31 0 ̂Θ33 ∗
̂Θ41 ̂Θ42 ̂Θ43 ̂Θ44

⎤⎥⎥⎥⎥⎥⎦
< 0, (27)

̂ =

⎡⎢⎢⎢⎢⎢⎣

̂R1 ∗ ∗ ∗
0 ̂R2 ∗ ∗

ÛT
1 0 ̂R1 ∗

0 ÛT
2 0 ̂R2

⎤⎥⎥⎥⎥⎥⎦
> 0, (28)

 =

[
−𝜖I ∗

X1C − CX1 −I

]
< 0, (29)
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SUN et al. 7013

where

̂Θ11 =
⎡⎢⎢⎢⎣
̂Ξ1 ∗ ∗
̂Ξ2 −2 ̂R + Û + ÛT + ̂Ξ3 ∗

ÛT
̂RT − ÛT − ̂Q − ̂R

⎤⎥⎥⎥⎦
,

̂Θ21 =
[
̂Ξe 𝜎1 ̂ΩC 0

]
,

̂Θ22 = 𝜎1 ̂Ω − ̂Ω,

̂Θ31 =

[
̂Ξg 0 0


T 0 0

]
,

̂Θ33 = {−X1,−𝛾2I},

̂Θ41 =

⎡⎢⎢⎢⎢⎢⎣

𝜂M ̂Ξ4 𝜂M(1 − 𝛼) ̂ΞT
2 0

0 𝜂M �̂�

̂ΞT
2 0

̂Ξ5 0 0
̂Ξ6 0 0

⎤⎥⎥⎥⎥⎥⎦
,

̂Θ42 =

⎡⎢⎢⎢⎢⎢⎣

𝜂M ̂ΞT
e

𝜂M �̂�

̂TT

0
0

⎤⎥⎥⎥⎥⎥⎦
,

̂Θ43 =

⎡⎢⎢⎢⎢⎢⎣

𝜂M ̂ΞT
g 𝜂M

𝜂M �̂�

̂TT 0
0 0
0 0

⎤⎥⎥⎥⎥⎥⎦
,

̂Θ44 = {𝜀2
̂R − 2𝜀X , 𝜀

2
̂R − 2𝜀X ,−I,−X1},

̂Ξ1 =

[
̂Ξ11 ∗
TC ̂Ξ12

]
+ ̂Q − ̂R, ̃Ξ2 =

[
̂Ξ21 − ̂Ξ21

̂Ξ21 − ̂Ξ21

]
,

̂Ξ2 = (1 − 𝛼) ̃Ξ2 + ̂RT − ÛT
,

̂Ξ3 = 𝜎1
TCT

̂ΩC,

̂Ξ4 =

[
AX1 + BY1 − TC 0

TC AX1

]
,

̂Ξ5 =
[

X1C X1C
]
,

̂Ξ6 =
[

GX1C GX1C
]
,

̂Ξ11 = He{AX1 + BY1 − TC}, ̂Ξ12 = He{AX1},
̂Ξ21 = CTTT

,

̂Ξe = (1 − 𝛼) ̂T, ̂Ξg = 𝛼

̂T, ̂T = [TT − TT].

Furthermore, the controller and observer gain can be obtained in what follows

K = Y1X−1
1 ,L = TX

−1
1 . (30)

4 SIMULATION EXAMPLES

To demonstrate the superiority of the proposed memory observer-based event-triggered control method, a model of the
quarter-vehicle SS with the parameters in Reference 45 is carried out in this section. The road disturbance of single bump
in Reference 45 is selected as

zr(t) =
⎧⎪⎨⎪⎩

A
2

(
1 − cos

(
2𝜋V0

l
t
))

, 0 ≤ t ≤ l
V0

0, t > l
V0

, (31)

where A = 0.06 m, l = 5 m,V0 = 45 km∕h.
Select h = 0.01, 𝜂M = 0.01, 𝜀 = 0.1, 𝜖 = 0.0085, 𝜈1 = 0.5, 𝜈2 = 0.3, 𝜈3 = 0.2, 𝜎1 = 0.005, 𝛼 = 0.1, �̂� = 0.3, 𝛾 = 4, G = 0.5,

and g(y(t)) = tanh(0.5y(t)).
The following two cases will be studied to validate the effectiveness of our proposed method.
Case (i): The quarter-vehicle SS uses the proposed observer-based memory-event-triggered controller in (2) with

m = 3 and 𝜎2 = 0.01. Applying Theorem 2, one can derive that the weight matrix Ω = 2.2107 × 104, the controller gain
and observer gains are:
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F I G U R E 3 Trajectories of the observer error ẽ(t) in case (i).

K = 103 ×
[
−5.9060 1.1632 −6.7700 7.1741

]
,

L1 =
[
0.3788 4.2860 16.2937 −138.2427

]
,

L2 =
[
0.1482 2.7341 10.5773 −89.9225

]
,

L3 =
[
0.0238 1.8937 7.4142 −63.1315

]
.

Case (ii): The observer-based event-triggered quarter-vehicle SS that uses general ETM was proposed in Reference
16 with m = 1 and 𝜎2 = 0. By utilizing Corollary 1, one can obtain

K = 104 ×
[
−0.6458 0.0940 −1.3840 1.4578

]
,

L =
[
0.0627 0.8899 8.2249 −70.0916

]
, Ω = 160.8781.

The simulation results of cases (i) and (ii) are exhibited as follows. Figures 3 and 4 illustrate the trajectories of the
observer error ẽ(t) in cases (i) and (ii), respectively, where ẽi(t) = xi(t) − x̂i(t), i = 1, 2, 3, 4. Compared to the observer using
the general ETM, we can conclude that the SS under the memory-event-triggered observer achieves better observer per-
formance. Similar to Reference 4, the indicators of body acceleration, suspension deflection and tyre deflection under
case (i), case (ii), and passive SS are plotted by red solid lines, blue solid lines, and black rash lines in Figures 5–7,
respectively, from which the memory-event-triggered controller we proposed has better control performance under
deception attacks and road disturbances of a single bump than the observer-based event-triggered controller using
general ETM.

Figures 8 and 9 show the release intervals in cases (i) and (ii), respectively. For a clearer explanation, the average
data releasing rate (ADRR) of two cases in different periods are shown in Table 1, where ADRR is denoted by ADRR =
number of packet releasing (NPR)
number of data sampling (NDS)

.
From Table 1, we can obtain that the ADRR during 0–2 s of the SS with an observer-based memory-event-triggered

controller is higher than the one with the observer-based event-triggered controller that uses general ETM, which implies
that the system with the memory-event-triggered observer receives more data to obtain better observer performance when
the system suffers deception attacks and single bump disturbance, to this end, the system control performance is also
guaranteed. Besides, the ADRR of 3.5–5 s in cases (i) and (ii) are 2.6% and 8.0%, respectively. Therefore, we can conclude
that the proposed METM can save more network bandwidth of the SS than the general ETM when the system tends to be
stable.

 10991239, 2023, 12, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/rnc.6738 by N

anjing Forestry U
niversity, W

iley O
nline L

ibrary on [05/08/2023]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



SUN et al. 7015

0 1 2 3 4 5
Time (s)

–0.6

–0.4

–0.2

0

0.2

0.4

0.6

0.8

F I G U R E 4 Trajectories of the observer error ẽ(t) in case (ii).
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F I G U R E 5 Body acceleration.
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F I G U R E 6 Suspension deflection.
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F I G U R E 7 Tyre deflection.
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F I G U R E 8 Release intervals of memory-event-triggered mechanism in case (i).
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F I G U R E 9 Release intervals of event-triggered mechanism in case (ii).
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SUN et al. 7017

T A B L E 1 Average data releasing rate in different periods.

Time (s) 0–2 3.5–5 0–5

METM 64.5% 2.6% 39.8%

ETM 60.0% 8.0% 34.4%

Abbreviations: ETM, event-triggered mechanism; METM, memory-event-triggered mechanism.

5 CONCLUSIONS

The problem of memory observer-based event-triggered controller design for quarter-vehicle SSs subject to decep-
tion attacks is investigated in this paper. Considering the unavailability SSs states and the security of the com-
munication network, a memory observer-based event-triggered control method is put forward. The performance of
the quarter-vehicle SSs under deception attacks is then guaranteed. Moreover, using the historical measured out-
put information in METM can reduce the mal-releasing packets caused by road disturbances and save considerable
network bandwidth. Simulation results are given to demonstrate the effectiveness of the proposed observer-based
memory-event-triggered controller. The proposed observer-based memory-event-triggered controller design method
presents several challenging issues that require further investigation. These include: (i) extending the method for
fault-tolerant control of SSs with actuator faults; and (ii) extending the method for interconnected event-triggered
full-vehicle SSs.
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